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l. Onpepenenuna

B HacToAlLeM AOKYMEHTE UCMO/b3YIOTCA CAeayoLne TEPMUHbBI U UX
onpeaeneHus.

ABTOMaTM3UpPOBaHHaA 06pPaboTKa NepcoHaNbHbIX AaHHbIX — 06paboTKa
NepPCOHaNbHbIX AAHHbIX C MOMOLLbIO CPeACTB BblYNC/IUTENIbHON TEXHUKN.

be3onacHocTb nepcoHa/bHbIX AaHHbIX — COCTOAHME 3alWUNLLLEHHOCTUN
NEPCOHANIbHbIX AaHHbIX, XapaKTepnlyemoe CNocobHOCTbIO Non b3OBaTeﬂeﬁ, TEXHUYECKUX
cpencrts un MH(bOpMaLI,MOHHbIX TEXHOM0rn obecneynTb KOHd)M,D,eHLI,MafIbHOCTb,
LLEeNOCTHOCTb N AOCTYNHOCTb NEPCOHANbHbIX AaHHbIX MPU NX o6pa60TKe B
MHd)OpMaLI,MOHHbIX Cncrtemax nepCoHaibHbIX AaHHbIX.

BI'IOKMpOBaHMe NnepCoHa/IbHbIX AAdHHbIX — BpEMEHHOE NpeKpauleHne c6opa,
cncrematumsaumn, HakonneHmnAa, NCnosib3oBaHMA, PaCnpPoCTpaHeEHNA, NMePCOHA/IbHbIX
AaHHbIX, B TOM YNC/1e nx nepegadu.

[ocTtyn K uHpopmaLumn — BO3MOXKHOCTb NONYyYEHUA UHPOPMaLMKM U eé
MCNONb30BAHUA.

3awmwaeman MHpopmauma — nHpopmauma, ABAAOLWAACA NPESMETOM
COBCTBEHHOCTM M NOA/NEKALLAA 3aMTe B COOTBETCTBMM C TpeboBaHUAMM NPABOBbIX
JOKYMEHTOB M1 TPeboBaHNAMM, YCTaHABAMBAEMbIMWN COOCTBEHHUKOM MHOPMALMN.

NaeHTUPMKauma — NpucBoeHne cybbekTam u o6bekTam foCTyna
npeHTndmnKaTopa u (M1n) cpaBHeHMe NPeAbABASEMOrO MAEHTUDUKATOPA C NEPEYHEM
NPUCBOEHHbIX MAEHTUDMKATOPOB.

MHPopMaLMOHHaA cuctema NepcoHasibHbIX aHHbIX — COBOKYMHOCTb
coaeprKalmxca B 6asax AaHHbIX NEPCOHa/bHbIX AaHHbIX U 06ecneynBatoWwmx nx
06paboTKy MHPOPMALMOHHbBIX TEXHONOTUI N TEXHUYECKUX CPEeACTB.

MHdopmaLMOHHaAn TEXHONOTUA — NPOLLECCbI, METOAbI MOUCKA, cbopa, XxpaHeHus,
06paboTKK, NpeaocTaBAeHUs, pacnpocTpaHeHna MHPopmaLmmn 1 cnocobbl
OCYLLLECTB/IEHUA TAaKMX MPOLLECCOB Y METOLOB.

MCcTOYHMK yrpo3bl 6@30nacHOCTM NePCOHaNbHbIX AaHHbIX — CyObeKT focTyna,
MaTepuasnbHbli 06BEKT N PU3MUECKOE ABNEHNE, ABAAIOLWMECA NPUYMHOWN
BO3HWMKHOBEHMA Yrpo3bl 6€30NacHOCTM NEePCOHANbHbIX AAHHbIX.

KoHTponupyemas 30Ha — NpoCTPaHCTBO (TeppuTopus, 34aHNE, YacTb 34aHUS,
NOMELLEHME), B KOTOPOM MCK/IHOYEHO HEKOHTPOIMPYEMOe NpebbiBaHME NOCTOPOHHMX
NI1L, a TaK¥Ke TPAHCMOPTHbIX, TEXHUYECKMX U UHbIX MAaTEPUAbHbIX CPEeACTB.

KoHdunaeHuManbHOCTb NepCOHaNbHbIX AaHHbIX — 0653aTelbHOe ANA
cobnoaeHns onepaTopom UAN UHbIM NONYYMBLUMM AOCTYN K NEPCOHANbHbIM AAaHHbIM
nvuom TpeboBaHMe He PacNPOCTPaHATL UX 6e3 cornacma cybbekTa NepCcoHasibHbIX
AAHHbIX UM HAIMYMA MHOTO 3aKOHHOTO OCHOBAHMS.

Hapywwutenb 6e30nacHOCTM NEePCOHa/NbHbIX AaHHbIX — pU3MYECcKoe nLo,
CNly4aHO UK NpeaHaMepeHHO coBeplLuatolLLee AeNCTBUA, CeACTBUEM KOTOPbIX ABAAETCA



HapylweHne 6e30NacHOCTN NePCOHaNbHbIX AaHHbIX NPU X 06paboTKe TEXHUYECKMMM
cpencTBamm B MUHPOPMALLMOHHbBIX CUCTEMAX NEPCOHANbHbIX AAaHHbIX.

HecaHKUMOHUPOBaHHbIN AOCTYN (HECAHKLMOHUPOBAHHbIE AEUCTBUA) — JOCTYN K
MHbOPMaLMK UK AencTema ¢ MHpopMaLmen, HapyLatowme NpaBuaa pasrpaHUYeHns
A0CTyNa C UCMO/Ib30BAHMEM LUTATHbIX CPEACTB, NpesocTaBaAseMblX MHGOPMALMOHHbIMU
CUCTEMAMM NEPCOHANbHbIX AAHHbIX.

Hocutenb nHpopmauum — pusnyeckoe NNLO AN MaTepranbHbli 06bEKT, B TOM
yncne pusnyeckoe nose, B KOTOPOM UHPOPMaALMA HAXOAUT CBOE OTPAXKEHME B BUAE
CMMBO/10B, 06Pa30B, CUTHAN0B, TEXHUYECKUX PELLEHUI U MPOLLECCOB, KOMYECTBEHHbIX
XapaKTepUCTUK GU3UYECKUX BEANYMH.

O6e3n1MunBaHMe NEPCOHANbHbIX JaHHbIX — EeCTBUA, B pe3y/ibTaTe KOTOPbIX
HEBO3MOMHO ONpeaennTb NPUHAANEKHOCTb NEPCOHANbHbIX AAaHHbIX KOHKPETHOMY
Cy6beKTY NepcoHanbHbIX AAHHbIX.

O6paboTKa NepcoHaNnbHbIX A4aHHbIX — 1l060e aelicTBue (onepauns) nnm
COBOKYMHOCTb AeWCTBMIA (Onepaumii), COBepLIAEMbIX C UCMONb30BaHNEM CPEeACTB
aBTOMaTU3aLMK UK 6e3 NCNONb30BaHMA TaKUX CPEACTB C NepPCOHabHbIMU AaHHbIMMU,
BK/ItoYas cbop, 3anmcb, CUCTEMATM3ALMIO, HAKOMNEHWE, XPaHEHWE, YTOYHEHME
(obHOBNEHME, U3MEHEHUE), U3B/IEYEHUE, UCNOJIb30BaHMeE, Nepeaayy (pacnpocTpaHeHue,
npeaocTasieHune, 4ocTyn), obesnnunsaHune, 6AOKMpPOBaHUE, yaaneHUe, YHUUTOXKEHNe
NepCOHa/bHbIX AAHHbIX.

O61BbEeKT BbIUUCINTENIbHON TEXHUKU — CTALMOHAPHbIN AN NOABUMKHbBIN OOBEKT,
KOTOpPbIM NpeacTaBaseT coboit KOMMNAEKC CPEACTB BbIYUCINTENBHOM TEXHUKN,
npeAHa3HayYeHHbI 41A BbINONHEHUA onpeaeneHHbiX PyHKUMN 06paboTkM MHPopMmaLmu.
K 06beKTam BbIYNCAUTENBHOM TEXHUKM OTHOCATCA aBTOMATU3MPOBaHHbIE CUCTEMDI,
aBTOMATU3NPOBAHHbIE paboune mecta, UHPOPMALNOHHO-BbIYUCAUTENbHDBIE LLEHTPbI U
ApYrue KOMMNAEKCbl CPeACTB BbIUNCIUTENBbHOM TEXHUKU. K 06 bEKTAM BbIYMCAUTENBHON
TEXHUKM MOTYT ObITb OTHECEHbI TaK}Ke OTAE/IbHble CPeACTBA BbIYMCANTENbHON TEXHUKM,
BbINOJIHAIOLLME CaMOCTOATE/NIbHbIE GYHKLMKM 06paboTKM MHOpMaLmK.

OnepaTop NepcoHaNbHbIX AAHHbIX — FOCYAaPCTBEHHbI OpraH, MyHULMUNAAbHbIN
opraH, topuguyeckoe unm Gusmnyeckoe N1Lo, CaMoCTOATEIbHO UM COBMECTHO C APYrMMU
MLaMn opraHmsytowme un (unm) ocywecteastowme 06paboTKy NepcoHaNbHbIX AAHHBIX, @
TaKKe onpegensatolme ueam ob6paboTkM NepcoHanbHbIX AaHHbIX, COCTAB MEPCOHaNbHbIX
AaHHbIX, NoanexKalmx obpaboTke, AeCcTBUA (onepaumm), CoBepLLIaeMbIe C
NepCcoHaNbHbIMWN AaHHbIMM.

MepcoHanbHbie AaHHble — Nto6aa MHPOPMALMA, OTHOCALLAACA NPAMO UAU
KOCBEHHO K OnpeaenieHHOMY Uan onpeaensemomy dpmsmyeckomy nmuy (cybbekTty
NepcoHanbHbIX AaHHbIX).

MNonb3oBaTenb MHGOPMALMOHHOI CUCTEMbI NEPCOHANbHBIX AAHHbIX — /IMLLO,
yyacTsytouiee B GYHKLMOHUPOBAHUN MHPOPMALIMOHHOM CUCTEMbI NEPCOHA/bHbIX AaHHbIX
WU UCNonb3aylollee pesynbTaTtbl ee GYHKLUMOHUPOBAHMUS.



MpaBuna pasrpaHUYEHUa [0CTyNa — COBOKYMHOCTb NPaBuU, PErNameHTUPYIOLWMX
npaBa A0CTyna cybbeKkToB A0CTyna K 06bekTam gocTyna.

MpepocraBneHne NepcoHaNbHbIX AaHHbIX — AeNCTBUA, HAaNPaB/eHHbIe Ha
PacKpbITUE NePCOHA/bHbIX AAHHbIX ONpeAeNIeHHOMY LY UK ONpeaeNeHHOMY Kpyry
mu,

MporpammHoe (nporpammHo-maTemaTUUeCcKoe) Bo3geicTeme —
HeCaHKLMOHMPOBAHHOE BO34ENCTBME Ha PECYPCbl aBTOMATU3NPOBAHHOM
MHPOPMALMOHHOM CUCTEMbI, OCYLLLECTBASEMOE C UCNONb30BaHNMEM BPEAOHOCHbIX
nporpamm.

PacnpocTpaHeHue NepCcoHa/bHbIX AaHHbIX — AENCTBUA, HanpaBAeHHbIe Ha
PaCcKpbITME NEePCOHANbHbIX AAaHHbIX HEONPEAENEHHOMY KPYTy KL,

Pecypc MHPOPMaLMOHHOIN CUCTEMbI — UMEHOBAHHbIN 3/1EMEHT CUCTEMHOTO,
NPUKNAAHOro MM annapaTHoro obecneyeHna GyHKUMOHNPOBAHUA MHGOPMALMOHHOM
CUCTEMDI.

CucTema 3aLmTbl NEPCOHA/bHbIX AaHHbIX — COBOKYMHOCTb OPraHoB 1 (1nu)
WCMOJIHUTENIEN, UCNONIb3YEMON MMM TEXHUKM 3aLLUTbI MHPOPMALMK, a TaKKe OOBEKTOB,
OopraHmn3oBaHHan U GYHKLMOHMPYIOLLAA MO NPaBuUIaM M HOPMaM, YCTaHOB/IEHHbIM
COOTBETCTBYIOLUMMU JOKYMEHTAMU B 061aCTU 3aLMTbI NEPCOHA/IbHbIX AAHHbIX.

CpepcTBO KpMnTOorpaduyeckom 3awmrbl UHGOPMaLUKM — CPEACTBO 3aLUMThI
nHbOpMaLMK, peanmsytoLlee anropmTMbl Kpuntorpadpumyeckoro npeobpasosaHua
nHbopmaumu.

Cy6beKT gocTyna — M0 MAK NPOLECC, AEWCTBUA KOTOPOro pernameHTUpyoTca
npasuaaMm pasrpaHUYeHnsa 4ocTyna.

Cy6beKTbl NepPCoHasbHbIX AaHHbIX — PAOOTHMKKU, BOCMIMTAHHUKN U ApYrUe nua.

TexHUYecKnii KaHan yTeukn MHGOpPMaL MU — COBOKYMHOCTb HOCUTENS
nHbopmaumm (cpeactsa 06paboTkn), dprsmyeckomn cpeabl PacnpoCTPaHeHUS
MHGOPMATMBHOIO CUTHaNA U CPEACTB, KOTOPbIMKM A06bIBAETCA 3aWMLLaeman
nHpopmaums.

TexHuueckue cpeactTsa UHGOPMALLMOHHOM CUCTEMbI NEPCOHA/IbHBIX AaHHbIX —
CPeACTBa BbIYUCAUTENbHOM TEXHUKUN, MHOOPMALLMOHHO-BbIYUCIUTENIbHBIE KOMMJIEKCDI U
CeTu, cpeacTsa M CUCTEMbI Nepenayn, npuema n 06paboTKM NEePCOHANbHbIX AaHHbIX
(cpeacTBa 1 cMCTEMbI 3BYKO3aMNuMCK, 3BYKOYCUNEHWS, 3BYKOBOCNPOU3BEAEHUS,
NeperoBopHbIE U TENIEBU3MOHHbIE YCTPOMCTBA, CPEACTBA U3rOTOB/IEHUSA, TUPAXKMPOBAHUA
AOKYMEHTOB U Apyrue TeXHMYeCcKMe cpeacTea 06paboTkM peyeBoid, rpaduyeckoi, Buaeo-
1 ByKBEHHO-LMPPOBOIM MHPOPMaLMM), NPOrPaMMHble CpeacTBa (ONepauuoHHbIe
CUCTEMbI, CUCTEMBI YyNpaB/ieHUa 6azamu JaHHbIX U T.MN.), CpeacTBa 3alnTbl MHGOPMaLUK,
npuMeHseMble B MUHPOPMALMOHHbIX CUCTEMAX.

Yrpo3bl 6e30NacHOCTM NEePCOHa/NbHbIX AAHHbIX — COBOKYMNHOCTb YC/I0BUIA U
$aKToOpPOB, CO34aOLMNX ONACHOCTb HECAHKLMOHNMPOBAHHOTO, B TOM YMC/E C/TYYaliHOrO,
[0CTyNna K NepcoHanbHbIM AaHHbIM, PE3Y/IbTAaTOM KOTOPOTO MOXKET CTaTb YHUUYTOMKEHME,



n3meHeHune, 61IOKNPOBaAHME, KOMMPOBAHME, PACNPOCTPAHEHNE NEPCOHANbHBIX AaHHbIX, @
TaKXKe MHbIX HECAaHKLMOHMPOBAHHbIX AENCTBUIM Npn nx obpaboTke B UHGOPMALMOHHOMN
cucTeme NepcoHaNbHbIX AAHHbIX.

YHUUTOXEHUe NepCcoHaNbHbIX AAHHbIX — AENCTBUSA, B pe3y/ibTaTe KOTOPbIX
HEBO3MOYHO BOCCTAaHOBUTb COAEPKAaHNE NEePCOHA/bHbIX AaHHbIX B UHOOPMALMOHHOM
CUCTEME MEPCOHA/IbHbIX AaHHbIX UKW B pe3y/ibTaTe KOTOPbIX YHUUTOXKAtoTCA
MaTepunasibHble HOCUTENIM NEePCOHaNbHbIX AaHHbIX.

YTeuKa (3awmwaemoi) uHPopmaumm No TeEXHUYECKMM KaHanam —
HEKOHTPO/IMpyeMOoe pacnpocTpaHeHne HGOPMaLMKM OT HOCUTENA 3aALLMLLAEMOM
nHPopMaumm yepe3 GU3NYECKYHO cpeay A0 TEXHUYECKOro CPeACcTBa, OCYLLECTBAAOLLErO
nepexsat MHGOPMaLUMN.

LlenoctHocTb MHPOPMaLUKN — CNOCOBHOCTb CPEACTBA BbIYUCAUTENBHOM TEXHUKM
WM aBTOMATU3MPOBAHHOW cUCTeMbl obecneynBaTb HEM3MEHHOCTb MHbOPMaLUK B
YCNOBUAX CYYANHOTO M/UNK NpeaHaMePEHHOro UCKaXKeHUA (paspyLueHns).

1. BeepeHue

HacTtoswana Monntmka 6e30nacHOCTU NepcoHanbHbIX AaHHbIX, 06pabaTbiBaeMbix B
MHPOPMALMOHHBIX CUCTEMAX NePCOHaNbHbIX gaHHbIX MAOY «deTckuii cag Ne 7 «Ckaska»
Bokck (manee — MNonutuka), asnsetca odpuumanbHbIM AOKYMEHTOM M pa3paboTaHa B
COOTBETCTBMMU C LLeIAMM, 3a4a4aMm U NpMHUMNamm obecneyeHma 6e3o0nacHOCTH
NepcoHaNnbHbIX AAHHbIX U310XKeHHbIX B KOHUenumMn 6€30nacHOCTN NepcoHanbHbIX
OaHHbIX, 06pabaTbiBaeMbIX B MHOOPMALMOHHbIX CUCTEMAX NePCOHaNbHbIX AaHHbIX MO OY
«letckuii cag Ne 7 «Ckaska» BosxkcKk(masee — YupesxkaeHue).

B NMonnTtuke onpeaeneHol TpeboBaHUA K paboTHMKam YupexaeHusa, cTeneHb
OTBETCTBEHHOCTU PAaBOTHMKOB, CTPYKTYpa M HEOBXOANMMbIN YPOBEHb 3aLLMLLEHHOCTH,
CTaTyC U AONKHOCTHblE 06A3aHHOCTU PaBOTHMKOB, OTBETCTBEHHbIX 33 0becneyeHune
6e30MacHOCTM NepPCcoHaNbHbIX A4AaHHbIX B MHOOPMALMOHHBIX CUCTEMAX NEPCOHANbHbIX
[aHHbIX YypexaeHus.

. O6Lwue nonoxKeHus

Llenbto HacToAwel Monntnkm asnaetca obecneyeHne 6esonacHoCTM
NMepPCOHA/NbHbIX AaHHbIX YUpexXaeHUs OT BCEX BUAOB Yrpo3, BHELHUX U BHYTPEHHMX,
YMbILWAEHHbIX U HENpeAHaMePEHHbIX, MUHUMM3AUMA yLLepba OT BO3MOXKHOM
peanunsaumnm yrpo3 6e30nacHOCTM NePCOHA/NbHbIX AAHHbIX.

Be3onacHOCTb NepcoHanbHbIX AaHHbIX A4OCTUIAETCA NyTEM UCKNHOYEHMUSA
HECaHKUMOHMPOBAHHOIO, B TOM YMC/E CIYH4AaMHOTO, AOCTYNa K NePCOHA/IbHbIM A@HHbIM,
pe3yNbTaTOM KOTOPOro MOKET CTaTb YHUUTOXKEHME, U3MeHeHMe, BNOKMPOBaHUeE,
KONMpOBaHWeE, pacnpoCcTPaHeHWe NepPCOHa/bHbIX AAaHHbIX, @ TaKXKe UHbIX
HEeCaHKLMOHNPOBAHHbIX AEACTBUIA.

NHbopmayma n cBasaHHbIe C Hel pecypcbl A0KHbI 6bITb AOCTYMHbI TO/ILKO ANA
aBTOPM30BaHHbIX NO/Ib30BaTenen. B MHPOPMALMOHHBIX CUCTEMAX MEPCOHANbHbIX AaHHbIX
[O/IKHO OCYLLEeCTBNATLCA CBOEBPEMEHHOE 0BHapYKeHMe yrpo3 U pearnpoBaHMe Ha
yrpo3bl 6€30MacHOCTN NePCOHAbHbIX AAHHbIX.



B VIHd)OpMaU,VIOHHbIX cncremax nepCoHasibHbIX AaHHbIX HEO6X0,£I,VIMO NUCKNHOYUTb
BO3MOXHOCTb NpeaHaAMEPEHHbIX AU Cﬂy‘—laﬁHbIX, YaCTUYHbIX NN NONHbIX
HECaHKUMOHNPOBAHHDbIX MOAMd)MKaLI,Mﬁ NN YHUYUTOXKEHUA AaHHDbIX.

MepeyeHb NePCOHANbHbIX AAHHbIX, NOANENKALLMX 3aLLMTE, ONPEENEH B
MonoxeHnn 06 06paboTke NnepcoHanbHbIX AaHHbIX B MOOY «eTtckuii cag Ne 7 «Ckaska»
BonxKck.

V. Cucrema 3aWmThbl NEPCOHA/IbHbIX AAHHbIX

Cucrema 3awmTol NepCoHaNbHbIX AaHHbIX CTPOUTCA HAa OCHOBAHWUNU:
- I'IepeqHﬂ NEPCOHANbHbIX AaHHbIX, NOoANEXKaLNX 3aLlLNTE;
- I'IepeqHﬂ MHd)OpMaLI,MOHHbIX CNCTEM NepPCoHaNbHbIX AAHHbIX;

- AKTa onpegeneHns ypoBHSA 3aLWMLLEHHOCTU NEePCOHAbHbIX AaHHbIX NPU UX
06paboTKe B UHPOPMALLMOHHOM CUCTEME NEPCOHANbHbIX AAHHbIX;

- YacTHOM moaenu yrpos 1 HapywuTena 6e3onacHOCTU NepCcoHanbHbIX
[JaHHbIX;

- MonoKeHus o pasrpaHUYeHMmM NpaB AoCTyna K obpabaTbiBaeMbim
NepcoHabHbIM AaHHbIM;

— PykoBogAawmx gokymeHtoB PCTIK Poccum n ®Cb Poccun.

Ha oCHOBaHMM 3TUX AOKYMEHTOB onpeaenserca HeobxoAMMbliA ypPOBEHb
3aLMLLEHHOCTM NEPCOHa/bHbIX AAaHHbIX B KaXKA0Mh MHGOPMaLMOHHOW cucteme
NepPCOHa/bHbIX AaHHbIX YupexaeHus. Ana Kaxkaon MHGOopMaLNOHHON CUCTEMB
NepPCOHa/bHbIX AaHHbIX A0NXEH BbITb COCTaBAEH CMUCOK UCMO/Ib3YEMbIX TEXHUYECKUNX
CPeACTB, a Tak»Ke NporpammHoro obecneyeHua yyacTeytolLero B 06paboTke
NepPCOHa/bHbIX AAHHbIX, NOANENKALLMX 3aLLMTe.

B 3aBMCMMOCTM OT YPOBHA 3aLLULLEHHOCTM NEPCOHANbHbIX AAHHbIX B
MHPOPMALMOHHOM CUCTEME NEPCOHA/bHBIX AAHHbIX M aKTya/IbHbIX YrpO3, cMcTeMa
3aLWMTbl MEPCOHANbHbIX AaHHbIX MOXKET BKAOYATL C/ieaytowme TEXHUYECKUE U
nporpaMmHble CpeacTBa:

- adHTUBUPYCHblIE CpeacTBa ANA 06BEKTOB BbIYNCNTENBHOWN TEXHUKMU,
- cpencrtBa MeXXCEeTeBOro aKpPaHMPOBaHUA,

- cpeacTBa Kpuntorpadryeckom 3awmtbl tHGopmaumm, npu nepegade
3awwmiaemon nHGopmauum No KaHanam cBA3M.

TaK e B CNMUCOK A0NXHbl BbITb BKAOYEHbI GYHKLMUK 3aLWmMTbl, obecneynsaemole
LWITaTHbIMK CPeacTBaMU MHGOPMALIMOHHOM CUCTEMbI NEPCOHA/bHbIX AAHHbIX U
onepaunoHHbIX CUCTEM, MPUKNAAHBIM NPOrpaMMHbIM obecnedyeHnem u cneymanbHbIMK
KOMMJIEKCaMU, peann3yoWwmmMmmn cpeacTsa 3awmTbl. CNMCoK GYHKUMI 3aLLMTbI MOXKET
BKNKOYATH:



- ynpaBieHune AO0CTYyNoOM U pasrpaHMyYeHne A0CTyna Noib3oBaTenen;
- pPerucTpaumio 1 yyet AenctTsuii ¢ uHbopmaumen;

- obecneyeHne LENOCTHOCTU AaHHbIX;

- 0bOHapyXKeHne BTOPKEHUN.

CnM1COK UCMONb3yeMbIX CPEACTB AO/IKEH NOAAEPKMBATLCA B aKTyaIbHOM
COCTOAHMMW. Bce M3MeHeHMA COCTaBa CUCTEMbI 3aLLMUTbI NEPCOHANbHbIX AAHHbIX UK
31eMeHTOB MHGOPMALMOHHBIX CUCTEM NEPCOHANbHbIX AAHHbIX LOKHbI ObITb
cornacosaHbl ¢ AGMUHUCTPATOPOM MHPOPMALMOHHOM 6e30NacHOCTM.

V. TpeGOBaHMﬂ K noacucremam CUCTtembl 3alinTbl NE€PCOHA/IbHbIX AAHHDbIX

Cucrema 3aLMTbl NEPCOHaNbHbIX AaHHbIX BK/OYaeT B cebs cnegyoume
noAcuUCTeMbI:

- yrnpaBAeHUA AOCTYNOM, PEFUCTPALMM U YYETa;
— obecneyeHmA LENOCTHOCTM U JOCTYMHOCTH;

- AHTUBMPYCHOW 3aLLMTbI;

- MEKCEeTEBOro 3KPaHMPOBAHUA;

— aHaNM3a 3aWMLLEHHOCTY;

- ObOHapyXKeHUs BTOPKEHUN;

- Kpuntorpadpuyeckom 3awmTol.

MoacucTembl CUCTEMbI 3aLLMTbI NEPCOHA/bHbIX A@HHbIX MMEIOT Pas/INYHbIN
dYHKUMOHAN B 3aBUCMMOCTM OT YPOBHA 3aLLMLLLEHHOCTU NEPCOHaNbHbIX AaHHbIX NPU UX
06paboTKke B MHPOPMALMOHHOM CUCTEME NEPCOHANbHbIX AAHHbIX, ONPeAeNeHHOro B
AKTe onpeaeneHuna ypoBHA 3aWMLLEHHOCTU NePCOHaNbHbIX AaHHbIX NPU NX 06paboTke B
MHGOPMALMOHHON CUCTEME NEPCOHA/bHbIX AaHHbIX.

5.1. Moacucrembl ynpasaeHUa AOCTYNOM, perucTpaLmm 1 yyeta
Noacucrtema ynpassieHUA AOCTYNOM, permcTpauum n yyeTa npegHasHavyeHa ana
peanunsauumu cnegyowmx pyHKUMM:

- M,CI,eHTMd)MKaLI,MM M nposepkn NnOA/IMHHOCTH CY6'beKTOB AO0CTyna npun Bxoae
B MH(I)OpMaLI,VIOHHyPO cncrtemy nepCoHabHbIX OaHHbIX;

- naeHTUdMKaLMN TEPMUHANOB, Y3/10B CETU, KAHANOB CBA3W, BHELLHUX
YCTPOMCTB NO NOrMYECKUM MMEHAM;

— naeHTuduMKaunm nporpamm, TOMOB, KaTanoros, ¢palioB, 3anncemn, Nnonemn
3anucei No MUMeHam;

- pernctpauum Bxoaa (Bbixoaa) cybbeKkToB AOCTYNa B CUCTEMY (M3 CUCTEMDI),
b0 perncTpaumnm 3arpy3km u MHULMaAn3aLmm onepaLmoHHOM CUCTEMbI U ee OCTaHOBa;



- perncTpauum nonbITOK AOCTYNa NPOrpaMMHbIX CPeACTB (Mporpamm,
npoueccos, 3a/1a4, 3a4aHni) K 3aWwuliaembim hannam;

- perncTpaunm nonbiToOK AO0CTYyNa NPOrpaMmHbIX CPeACTB K TEPMUHAIAM,
KaHa/zlamM CBA3U, Nnporpammam, Tomam, Katasioram, d)aﬁnam, 3anncam, nonam 3anucen.

Moacuctema ynpasaeHMa 4OCTYNOM MOXKET BbITb peanin3oBaHa C MOMOLLbIO
LUITaTHbIX CPeacTB 06paboTKM NEPCOHA/bHbIX AAaHHbIX (ONEPALMOHHbIX CUCTEM,
NPUNOXKEHUI). TaK Ke MOKeT bbITb BHEAPEHO CneunanbHoe TEXHUYECKOEe CpeaCcTBO UK
NX KOMMJIEKC, OCYLLECTB/AKOLWME AONO/NHUTENbHbIE MEPbl MO ayTeHTUPUKaALUN U
KOHTpON0. Hanpumep, npuMeHeHne eAnHbIX XPaHUAULL, YYETHbIX 3anucei
nosb3oBaTeNen N PerucTPaumMoHHON MHPOpMaLMK, NCNONb30BaHNE BUOMETPUYECKUX U
TEXHUYECKUX (C MOMOLLbIO 3/TEKTPOHHbIX MPOMYCKOB) MEP ayTeHTUDUKALUN U APYTUX.

5.2. Noacucrema obecnevyeHUn LENOCTHOCTU U JOCTYNMHOCTU

Moacuctema obecneyeHma LENOCTHOCTU U AOCTYNHOCTU NpeaHa3HavyeHa ans
obecneyeHunn LEeSIOCTHOCTM M AOCTYNHOCTU NEePCOHaIbHbIX AaHHbIX, MPOrPaMMHbIX U
annapaTHbIX cpeacTB MHPOPMALMOHHbIX CUCTEM NEPCOHa/IbHbIX AaHHbIX YupexaeHus, a
TaK e cpeacTB 3alMTbl, NPU CAYYaMHOM AN HAMEPEHHOM MmoauduKaumu.

Mopacmncrtema peanunsyeTca C NOMOLLbIO OPraHuU3aLnmM pes3epBHOro KONMPoOBaHUA
O6pa6aTbIBaeMbIX AaHHbIX, a TaK XXe pe3epBnpoBaHNEM KZTHOYEBDbIX 3/IEMEHTOB
VIHd)OpMaLI,MOHHbIX Ccncrtem nepCoHaibHbIX AaHHbIX.

5.3. Mopacuctema aHTUBMPYCHOM 3aLLUTbI

Moacuctema aHTUBMPYCHOW 3alLUUTbI NpeAHa3HavyeHa Ansa obecneyeHuns
aHTMBUPYCHOM 3aLLUTbl O6bEKTOB BbIYUC/IUTENBHOM TEXHUKM YUpEXKAEHUS.

CpepncTBa aHTMBUPYCHOM 3alUMTbI NPeAHa3HauYeHbl 414 peannsaumm cieayowmx
byHKUMi:

- PEe3NLEHTHbI AaHTUBMPYCHbIA MOHUTOPUHT;
— aHTUBMPYCHOE CKaHUPOBaHWE;
- CKpMNT-6N10KMPOBaHWE;

- LLeHTpann3oBaHHas/yAaNeHHan yCTaHOBKA/AEeMHCTAaNNALMA aHTUBUPYCHOTO
NPOAYKTa, HAaCTPOWKa, aAMMUHUCTPUPOBAHME, NPOCMOTP OTYETOB U CTAaTUCTUYECKOW
nHpopmaLmm no paboTte NPOAYKTa;

- aBTOMATU3NpPOBAHHOE OOHOB/IEHWE aHTUBUPYCHbIX D6as;

- orpaHUYeHune NpaBs Noab30BaTENA HAa OCTAHOBKY UCMOHAEMbIX 33434 U
N3MEHEHWNA HAaCTPOEK aHTMBUPYCHOIO NPOrpammMHoro obecneyeHums;

- aBTOMATMYECKMIA 3aNyCK Cpa3y Nocae 3arpy3Kkn onepaLMoHHON cucTemMbl.

Moacuctema peanusyeTtca NyTeM BHEAPEHMA CNELMANbHOTO aHTUBUPYCHOTO
nporpammHoOro obecneyeHms BO BCE 3/1eMEHTbl MHPOPMALLMOHHbBIX CUCTEM
NepPCOHaNbHbIX AAHHbIX.



5.4. Mopacucrema mecetTeBoro sKpaHMPOBaHUA

Moacucrtema mexkceTeBoro SKPAHNMPOBAHMA NpegHA3HAYeHa A4 peannsaumm
cneayrowmx GyHKUMMN:

- dUAbTPaLMM OTKPLITOTO U 3aliMdpoBaHHOro (3aKpbiToro) IP-TpaduKa;

- durKcaLmmn BO BHYTPEHHNX KYPHanax nHGopmaLumm o npoxogaem
OTKPbITOM M 3aKpbiTOM IP-Tpaduke;

- naeHTUdMKaummn n ayteHTMdmnKaunum AgMMHUCTpPaTopa MHPOPMaALLMOHHOM
6e30nacHOCTN AN AgMUHUCTPaTOPa MHGOPMALMOHHOM CUCTEMbI MEPCOHA/bHbIX AAaHHbIX
Npw ero N0KabHbIX 3aNpocax Ha JOCTyn;

— perucTpaumum Bxoaa (Bbixoga) AaMmuHucTpaTopa MHGOPMaLUOHHON
6e30MacHOCTU AN AAMUHUCTPATOPA MHPOPMALMOHHOM CUCTEMbI NEPCOHA/bHbIX AAHHbIX
B cucTemy (M3 cuctembl) 16O 3arpy3kM U MHULMANM3ALNN CUCTEMbI M €€ NPOrPaMMHOro
OCTaHOB3;

- KOHTPO/IA LEeNOCTHOCTU CBOEW NPOrPamMMHOM M MHPOPMALMOHHOM YacTu;

- dMNbTPaLMM NAKETOB CAYKeBHbIX MPOTOKONO0B, CAYXKALLMX ANA
[AMarHOCTMKM M ynpaBneHuma paboToi ceTeBbIX YCTPOMCTB;

- dUNbTPALLMM C yH4ETOM BXOAHOIO U BbIXOAHOIO CETEBOr0 MHTepdelica Kak
CPeACTBO NPOBEPKM NOAJIMHHOCTU CETEBbIX a4 PECOB;

- pPerncTpaumm 1 y4eTta 3anpalinBaemMbix CEPBMUCOB NMPUKNALHOIO YPOBHS;

- 610KMpPOBaHMA A0CTyNa HenaeHTUOULMPOBAHHOTO 06bEKTA UM CYOBEKTA,
NOAJ/IMHHOCTb KOTOPOFO NPU ayTEHTUPUKALMN HE NOATBEPANIACH, METOLAMMU,
YCTOMYMBBIMM K NEpEexXBaTy;

- KOHTPO/1A 32 CETEBOM aKTUBHOCTbIO NPUIOKEHUN U OOHaPYKEHMA CETEBbIX
aTak.

Noacuctema peanunsyeTca BHegpeHUEM NPOrpaMmMHO-anNMnapaTHbIX KOMMNAEKCOB
MeXKCeTeBOro 3KPaHNPOBaAHNA Ha rpaHuULLE CETU.

5.5. Moacucrema aHanu3a 3alWULLLEHHOCTH

MoacucTema aHann3a 3aWMLLEHHOCTH, A0NKHA 0b6ecneunBaThb BbiSiBIEHNE
YS3BMMOCTEM, CBA3aHHbIX C OWMBOKamn B KOHPUIypaLUum nporpammHoOro obecneyeHuns
MHPOPMALMOHHOM CUCTEMbI NEPCOHAMBHbIX AAHHbIX, KOTOPbIE MOTYT BbITb UCMO/Ib30BaHbI
HapywuTenem A1a peanm3aumm aTakm Ha cuctemy.

®PyHKUMOHAN NOACUCTEMbBI MOXKET BbITb peasin3oBaH NPOrPaMMHbIMU U
NPOrpaMMHO-annapaTHbIMU CPeACTBAMM.

5.6. Noacucrema o6HapyKeHUA BTOPXKEHU



Moacuctema obHapyKeHMA BTOPXKEHUI, A0/1KHA 06ecneymBaTh BbiiBAEHNE
ceTeBblX aTaK Ha 3/1eMeHTbl MHOOPMALLMOHHOWN CUCTEMBI NEPCOHA/bHbIX AAHHbIX,
NOAKNIOYEHHbIE K CeTAM 0bLero Noab3oBaHUA U (MIK) MeXKAYHapOAHOro obmeHa.

®PyHKLMOHAN NOACUCTEMBI MOXKET BbITb peasin3oBaH NPOrPaMMHbIMU U
NPOrpammHO-annapaTHbIMK CPeACTBAMM.

5.7. Noacucrema Kpuntorpadpuyeckoi 3aLmTbl

Moacuctema Kpuntorpaduyeckom 3almTbl NpegHasHavyeHa aaa UCKAYEHNA
HECaHKLUMOHMPOBAHHOIO AOCTYNA K 3alMLiaeMon HPopmMaumm B MHPOPMALMOHHbIX
cMCTeMax NepcoHaNbHbIX AaHHbIX YUpexkaeHusa, Npu ee nepeaaye No KaHanam cBsA3u
ceTelt 06LLero No/b30BaHMA U (MNK) MeXKAyHapoAHOro obmeHa.

MoacucTema peanmsyeTca BHeAPEHMEM KpUnTorpadpruecknx nporpammHo-
annapaTHbIX KOMM/IEKCOB.

VI. Monb3oBatenn MHGOPMaALMOHHbIX CUCTEM NEPCOHAJIbHbIX JAHHbIX

B KoHuenumm 6e30nacHOCTU NepPCoHanbHbIX AaHHbIX ONpeae/ieHbl OCHOBHbIE
KaTeropum nosibaosaTtenen. Ha OCHOBaHUM 3TUX KaTeropmin AoaXKHa 6bITb NponsBeaeHa
TUNM3auuMA Nosib3oBaTenen MHPOPMaLMOHHbIX CUCTEM NEPCOHA/bHbIX AAHHbIX,
onpeaeneH X ypoBeHb AOCTYNa Y BO3MOXHOCTH.

B MHGOPMALIMOHHbIX CUCTEMAX MEPCOHANbHbIX AaHHbIX YUperKAeHUA MOKHO
BbIAENUTb C/ieaytoLLmMe rpynnbl NoAb30BaTeNEN, y4acTBYIOWMX B 06paboTke
NepCOHaNbHbIX AaHHbIX:

- AQMUHUCTPATOP MHPOPMALMOHHOMN CUCTEMbI NEPCOHA/bHBIX AAHHbIX;
- OnepaTtop MHGOPMALMOHHOMN CUCTEMbI NEPCOHANBHbIX AaHHbIX.

[aHHble 0 rpynnax nosib3oBaTtenen, ypoBHe UX AocTyna u MHGOPMMUPOBAHHOCTH
OOIKHbI 6bITb OTpaKeHb! B M0OM0XKEHUN O pa3rpaHMYEeHUM NpaB A0CTyNa K
0b6pabaTbiBaeMbIM NePCOHaNbHbIM AAHHbIM.

6.1. AJMUHUCTPATOP MHGOPMALMOHHON CUCTEMbI NEPCOHA/IbHbIX AaHHbIX

AaMUHUCTPATOP MHPOPMALMOHHON CUCTEMbI NEPCOHA/IbHbIX AaHHbIX, PabOTHUK
YypexkaeHWA, OTBETCTBEHHbIW 33 HACTPOWKY, BHEAPEHWNE U COMPOBOXKAEHME
MHPOPMALMOHHOM CUCTEMBI MEPCOHA/bHBIX AaHHbIX. ObecneunBaeT PyHKLMOHUPOBAHME
NoACUCTEMbI YNPaBAEHUA A0CTYNOM MHGOPMALIMOHHOM CUCTEMbI NEPCOHA/BbHbIX AAHHbIX
M YNONIHOMOYEH OCYLLECTBAATb NPefoCTaBAEHNE U Pa3rPaHUYEHMEe JOCTYNA KOHEYHOro
nonb3oBaTensa (Onepatopa MHGOPMALMOHHON CUCTEMbI NEPCOHAJBbHbIX AAHHbIX) K
3N1eMeHTaM, XPaHALWMM NepCcoHasIbHble AAHHbIE.

AQMUHUCTPATOP MHPOPMALMOHHOM CUCTEMbBI MEPCOHaNbHbIX AaHHbIX 0bnagaeT
cneayowmm ypoBHEM AOCTYNA U 3HAHUIA:

- obnafaeTt NoNHOM UHPOPMaLMEN O CUCTEMHOM U NPUKAAAHOM
nporpammHom obecnevyeHnn MHPOPMALLMOHHOM CUCTEMbI MEPCOHANBHbIX AAHHbIX;



- obnapaet NnonHOM MHPOpMaLMeEN O TEXHUYECKUX CpeacTBax u
KOHUrypaumm MHGOPMaLMOHHOM CUCTEMbI MEPCOHA/IbHbIX AaHHbIX;

- nmeeT A0CTyn KO BCeEM TEXHUYECKUM CpeacTBamM 06pa6OTKM MH(I)OpMaLI,MM
N OaHHbIM B MH(bOpMaLI,MOHHO[;i cncreme nepCoHaNbHbIX AaHHDbIX;

— 061a4aeT BO3MOMKHOCTAMW BHECEHUA U3MEHEHUI B NPOrpamMmmHoe
obecneyeHne MHPOPMALMOHHOM CUCTEMbI MEPCOHANbHbIX AaHHbIX Ha CTaaAnM ee
pa3paboTKu, BHEAPEHUA N COMPOBOXKAEHUS;

- obnagaet npaBamu KOHPUIYPUPOBAHMA U AAMUHUCTPATUBHOMN HACTPOIKM
TEXHUYECKUX CPeaCTB MHPOPMALLMOHHOM CUCTEMbI NEPCOHANbHbIX AAHHbIX.

6.2. OnepaTtop HGOPMALNOHHOW CUCTEMbI NEPCOHANbHbIX AaHHbIX

OnepaTop MHGOPMALMOHHOM CUCTEMbI NEPCOHANBHbIX AaHHbIX, PAOOTHUK
YypexaeHus, OCyLLeCTBAAOLWNIN 06paboTKy NepcoHaNbHbIX AaHHbIX. O6paboTKa
NepCcoHasIbHbIX AAHHbIX BKIOYAET: BO3MOMKHOCTb MPOCMOTPA NEPCOHA/bHbIX AAHHbIX,
PYYHOI BBOA, NEPCOHANbHbIX AAHHbIX B MHGOPMALMOHHYHO CUCTEMY NEPCOHANbHbIX
AaHHbIX, GOPMUPOBaHME CMPABOK M OTYETOB N0 MHGOPMALMM, MONYYEHHOW U3
NHPOPMALMOHHOMN CUCTEMbI NEPCOHA/bHbIX AaHHbIX.

OnepaTop MHGOPMALMOHHOM CUCTEMbI NEPCOHA/bHBIX AaHHbIX 0bnasaeT
cneayroLmMm YPOBHEM A0CTYNa U 3HAHWUI:

- obnagaet Bcemu HeobXxoaAMMbIMM aTpUbyTamm (Hanpumep, Naposiem),
obecneymBalOLLMMM AOCTYMN K HEKOTOPOMY NMOAMHOMKECTBY NEPCOHANbHbIX AaHHbIX;

- pacnonaraet KOH(I)VIAEHLI,MaﬂbeIMM AaHHbIMMU, K KOTOPbIM UMeeT A0CTYM.

VII.  AamuHuUcTpaTop MHOpPMaALMOHHO 6e3onacHocTU

ApMuHUcTpaTop MHGOPMaLMOHHOM He3onacHOCTH, PaboTHUK YupexaeHus,
Ha3Ha4YaeMmblii NpuMKasom 3aBeaytowero YupexaeHnem, OTBETCTBEHHbIM 3a
bYHKUMOHNPOBAHME CUCTEMbI 3aLLLMUTLI NEPCOHA/BbHBIX AAaHHbIX, BKOYasa 06CnyKMBaHue
W HACTPOMKY aAMUHUCTPATUBHOM, CEPBEPHOM U KNNEHTCKOM KOMMNOHEHT.

AaMuHUCTpaTop MHbOPMaLMOHHOM Be3onacHocTn o6naaaeT cneayrowmm
YPOBHEM A0CTYyNa WU 3HAHUN:

- obnapnaet nonHo nHpopmaumet 06 MHPOPMaLMOHHbBIX CUCTEMAX
NnepcoHanbHbIX AAHHbIX;

— MMeeT A0CTYN K CPeAcTBam 3aLMTbl UHPOPMaLUKU U NPOTOKOIMPOBAHUA U
K YaCTW KNOYEBbIX 31EMEHTOB MHGOPMALMOHHOW CUCTEMbI MEPCOHANbHBIX AAHHbIX;

- He MMeeT NpaB A0CTyNa K KOHGUTYPUPOBaAHMIO TEXHUYECKUX CPeaCTB CeTH
33 UCKNHOYEHNEM KOHTPOJIbHbIX (MHCNEKLUMOHHbIX).



AgMUHUCTPATOP MHPOPMALMOHHON 6€30NaCHOCTU YNOJTHOMOYEH:

- peann3oBbiBaTb NOJIUTUKA 6e30MacHOCTM B YacTu HaCTpOVIKM cpencTs
3aWunThbl MHd)OpMaLI,MM, MeXKCETEBbLIX 3KPaHOB U CUCTEM 06Hapy)-KeHMﬂ BTOp)KeHMﬁ, B
COOTBETCTBUUN C KOTOPbIMU MO/1b30BATE/1b (OrlepaTop MHd)OpMaLI,MOHHOﬁ Cnctembl
nepCcoHanbHbIX ,EI,aHHbIX) nony4yaet BO3MOKHOCTb pa6OTaTb C anNemMeHTamMmm
MHd)OpMaLI,MOHHOI\/i CncTtembl NepCoHabHbIX AaHHbIX;

- OCYLWeCTBNATb ayaAUT CPeacTB 3alnTbl MH(I)OpMaLLMM;

- OCYLWeCTBNATb KOHTPO/1b 3a AeﬁCTBMﬂMM nonb3oBaTenen
MHd)OpMaLI,MOHHOIZ CNCTEMbI NepPCOHAIbHbLIX AaHHbIX NPUN UX pa60Te C NepCoHa/ibHbIMU
AaHHbIMW;

- YCTaHaBAUBATb LOBEPUTE/IbHbIE OTHOLLEHWA CBOEW 3aLLMLLLEHHOW CeTU C
CeTAMM LPYrUX OPraHU3aUMIN U yUpEKAEHWUNA.

[onKHOCTHble 06A3aHHOCTM AZMUHUCTPATOPa MHGOPMALMOHHOM 6e3onacHoCTH
onucaHbl B MHCTPYKLMM ALMUHUCTPATOPA MHPOPMALMOHHOM 6e30nacHoCTH.

Vill. TpeboBaHuA K paboTHMKam No obecneyeHuIo 3aLLUTbl NePCOHaA/bHbIX AAaHHbIX

Bce paboTHMKM YupexkaeHus, sBAAI0LWMECH NOJb30BaTENSIMU MHPOPMALIMOHHbIX
CUCTEM NEePCOHANbHbIX AAHHbIX, LOKHbI YETKO 3HaTb MU CTPOrO BbINONHATb
yCTaHOBNEHHbIE NPaBKaa U 06A3aHHOCTM NO JOCTYNY K 3aWML,aeMbiM 06 beKTaM 1
Co6NI0AEHMNIO YCTAHOBIEHHOTO PeXMma 6e30nacHOCTM NePCOHasbHbIX AaHHbIX.

MpwW BCTYNAEHUU B LOMKHOCTb HOBOTO PaboTHMKA HENOCPEACTBEHHbIM
PYKOBOAMTE/Nb CTPYKTYPHOTO MoApasgeneHus 06s3aH opraHM3oBaTb ero 03HakomaeHue
C ALO/MKHOCTHOM MHCTPYKUMEN N HEOBXOAMMbBIMWU AOKYMEHTAMU, PEFNIAMEHTUPYHOLLMMM
TpeboBaHMA NO 3aLMTe NEPCOHANbHbIX AAaHHbIX, a TaK}Ke 0byYeHne HaBblKam
BbINOJIHEHMSA NPOLEeAyp, HEOBXOANUMbIX AN CAHKLMOHMPOBAHHOTO UCMO/b30BaHUA
NHPOPMALMOHHbIX CUCTEM NEPCOHANbHbIX AaHHbIX.

PaboTHUK gonKeH bbiTb 03HAKOMJIEH C HacToALleN MOANTUKON, yCTaHOBAEHHbIMMK
npoueaypammu paboTbl ¢ a1emeHTamMmu MHGOPMALMOHHON CUCTEMbI NEPCOHANbHbIX
OAHHbIX M CUCTEMO 3aLlMTbl NEPCOHANbHbIX AaHHbIX.

PaboTHMKM YupexkaeHus, MCNOoNb3yHoLLME TEXHUYECKNE CPeaCcTBa
ayTeHTUdMKaLUKM, AOMKHbI 0becneunBaTb COXPaHHOCTb NEPCOHANbHbIX
NAeHTUOUKATOPOB (3NEKTPOHHbIX KNHOYEN) U HE A0MYCKaTb HECAHKLMOHUPOBAHHbIM
AOCTYN K HUM, a TaK e BO3MOXHOCTb UX YTEPU UAN UCMNONb30BAHUA TPETbUMM NNLAMMU.
Monb3oBaTeNM HECYT NEPCOHANbHYIO OTBETCTBEHHOCTb 32 COXPAHHOCTb
NOEHTUPUKATOPOB.

PaboTHUKM YupexaeHUa A0MKHbI C/ie0BaTb YCTaHOBAEHHbIM NpoLueaypam
noaneprKaHus pexmma 6e30nacHOCTU NepcoHasibHbIX AaHHbIX NPU Bbibope U
NCNONb30BaHUKN Naponen (ecnm He UCNONb3YIOTCA TEXHUYECKME CpeacTBa
naeHTUdUKaunmn n ayTeHTMduKaumnm).



PaboTHUKM YuperkaeHuna A0/IKHbl obecneymBaTh Haa eXKallyo 3aWmTy
obopynoBaHuA, octaBaseMoro 6e3 NpUcMoTpa, 0COBEHHO B TeX CNy4YasnX, KOraa B
NomelLLLeHME NMERT A0CTYN NOCTOPOHHME Anua. Bce nonb3oBatenn MHPOPMaLMOHHOMN
CUCTEMbI MEPCOHANbHbIX AAHHbIX AO/IKHbI 3HaTb TpeboBaHWA No 6e3onacHOCTH
NnepcoHanbHbIX AaHHbIX M NpoLeaypbl 3aWmnTbl 060pyA0BaHUA, OCTaBNEHHOrO be3
NPUCMOTPA, a TaKKe CBOM 06A3aHHOCTM NO 0becneyeHnto TakoM 3aLmTbl.

PaboTHMKam 3anpeLLaeTca yCTaHaB/IMBaTb MOCTOPOHHEE NPOrpaMmHoe
obecneyeHune, NOAKNOYATb INYHbIE MOOUNbHbBIE YCTPOMCTBA M HOCUTENN MHOPMaLMK, A
TaK }Ke 3anMcblBaTb Ha HUX 3aluMLLL@eMY0 MHGOPMaLMIO.

PaboTHMKaMm 3anpeLLaeTca pasrnawaTb 3awmiaemyo MHGopmaLmio, Kotopas
CTasia UM U3BECTHA B CU/Y BbINOSIHEHUS MU CBOUX LO/IKHOCTHbIX 06A3aHHOCTEN.

Mpw paboTe ¢ NnepcoHaNbHbIMU AAHHBIMW B UHPOPMALLMOHHOM cucTeMe
NepPCOHA/bHbIX AaHHbIX PAaBOTHUKM YuperKaeHMA 0653aHbl UCKOUYNTb BO3MOXKHOCTb
NPOCMOTpPA NePCOHA/IbHbIX AaHHbIX TPETBUMU INLAMU C MOHUTOPOB O6BHEKTOB
BbIYNC/IUTENIbHOM TEXHUKMU.

Mpw 3aBepeHnn paboTbl C MTHGOPMALMOHHOM CUCTEMOM NEPCOHANbHbIX AaHHbIX
paboTHWMKM 06A3aHbl 3aWUTUTL OO BEKTbI BbIYUCIUTENBHOM TEXHUKM C MOMOLLLbIO
6/10KMPOBKN KNHOYOM MW SKBUBANIEHTHOIO CPEACTBA KOHTPOAIA, HANPUMMep, AOCTYNOM Mo
Mapoto, eCM He UCMONb3YHoTcA bonee cUbHbIE CPEACTBA 3aLUUTDI.

PaboTHUKM YupexaeHua AoNXKHbl ObiTb NPOMHPOpPMUPOBaHbI 06 yrpo3ax
HapyLleHuA pexmMma 6€30MacHOCTN NePCOHAbHbIX AAHHbBIX U OTBETCTBEHHOCTM 32 €ro
HapyweHue. OHKU A0MKHbI ObITb 03HAKOMAEHbI C YTBEPXKAEHHOW POopManbHOM
npoueaypON HANIOXKEHUA ANCUMNAMHAPHbBIX B3bICKAHMI Ha PabOTHWMKOB, HApPYLLAOLLMX
NPUHATbIE NOAUTUKY U NpoLeaypbl 6630MacHOCTU NEPCOHANbHbIX AAHHbIX.

PaboTHUKM 0653aHbl 6e3 npoMmegneHma coobwatb 060 Bcex HabaaaemMbIX UK
noA03puUTeNbHbIX CAyYaax paboTbl MHGOPMALMOHHOM CUCTEMbI MEPCOHABbHbIX AaHHbIX, A
TaK)Ke 0 BbIIB/IEHHbIX MMM COObITUAX, 3aTparMBatowmMx 6€30nacHOCTb NepPCOHaNbHbIX
OaHHbIX, PYKOBOACTBY U /1MLy, OTBEYatoWweMy 3a HemeaJ/leHHOe pearMpoBaHMe Ha Yrposbl
6€e30nNacHOCTN NepPCOHabHbIX AaHHbIX.

IX.  [omKHOCTHble 06A3aHHOCTM NOAb30BaTene MHGOPMALMOHHOM cuctembl
NepcoHaNbHbIX AAHHbIX

JONXKHOCTHbIE 06A3aHHOCTN NO/Ib30BaTENEN I/IHd)OpMaLI,MOHHOﬁ CnCTembl
NEPCOHA/IbHbIX AaHHbIX ONNCaHbIl B CheAyWnUX JOKYMEHTAX:

— NHCTpYKUmMAa AGDMUHUCTPATOPa MHPOPMALMOHHOM CUCTEMbI MEPCOHANbHbIX
[OaHHbIX;

- NHcTpyKuma OnepaTopa MHGOPMALNOHHOM CUCTEMbI NEPCOHA/bHbIX
[AAHHbIX.

X.  OTBeTCTBEHHOCTb NoJib3oBaTene MHPOPMALMOHHON CUCTEMBI nepcoHanb-
HbIX AaHHbIX



B cooTBeTcTBMM CO cTaTbAMM 24 PegepanbHOro 3akoHa ot 27 uiona 2006 r.
Ne 152-®3 «O nepcoHabHbIX AaHHbIX» ML, BUHOBHbIE B HApYLLUEHUN TpeboBaHMI
depepanbHOro 3aKOHa, HECYT rPaXKAaHCKYIO, YrONIOBHYIO, aAMUHUCTPATUBHYIO,
OVNCUMNIVHAPHYIO M MHYIO NpeayCMOTPEHHYHO 3aKOHOAATeNbCTBOM Poccuinckom
depepaunm OTBETCTBEHHOCTb.

[Jencreylowee 3akoHogaTenbcTBoO Poccuiickon deaepauymm nossonsaet
npeabABnATb TpeboBaHna No obecnevyeHmto 6esonacHomn paboTbl € 3awmLLaEMON
nHbopmaumer n npeaycMaTpmBaeT OTBETCTBEHHOCTb 33 HAPYLUEHME YCTAaHOBAEHHbIX
npaBuAn akcnayaTaunn 3BM m cuctem, HenpaBoMepHbI JOCTYN K MHGOPMaLMK, eCin 3T
AEVCTBMA NPUBENUN K YHUUTOXKEHUIO, 610KMPOBaHMIO, MogudUKaLmMm MHGOpMaLMK UK
HapyLeHuto paboTbl IBM unu cetei (ctatbm 272, 273 u 274 YK PO).

Monb3oBaTenn MHPOPMALIMOHHOM CUCTEMbI MEPCOHANbHbIX AAaHHbIX HECYT
OTBETCTBEHHOCTb 3a BCE AeNCTBMA, COBEPLUEHHbIE OT UMEHW UX YYETHbIX 3aNMcei unu
CUCTEMHbIX YYETHbIX 3anucel, eciv He AoKa3aH GaKT HECAaHKLMOHUPOBAHHOIO
NCNONb30BaHMA YYETHbIX 3aNuUcen.

Mpw HapyLweHUAxXx paboTHNUKamMm YupexxgeHua — Nonb3osatenamm
MHPOPMALMOHHOM CUCTEMbI NEPCOHA/bHbIX AaHHbIX NPABWUA, CBA3AHHbIX C
6e30MacHOCTbIO MEPCOHANbHbIX AaHHbIX, OHM HECYT OTBETCTBEHHOCTb, YCTAHOBEHHYIO
AencTByoWMM 3aKoHogaTenbcTBOM Poccmitckon ®egepaumu.

MpuBeaeHHble Bbilwe TpeboBaHMA HOPMATUBHBIX LOKYMEHTOB MO 3aLuTe
MHbOPMaLMK AO0NMKHbI ObITb OTPaXKEHbI B N0OKA/IbHbIX HOPMATUBHbIX M NPABOBbIX aKTax
YupexgeHua.
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XI. CNNCOK NCNoab30BaHHbIX UCTOUHUKOB

Koucrurynus Poccuiickont @enepanyy;

Koncturymus Pecriyonuku Mapwii Oi;

Tpynosoii koaekc Pocculickoit @enepannu;

Cewmelinblii koaekc Poccuiickoit denepanuu;

®enepanbublil 3akoH OT 27 utong 2006 r. Ne 152-D3 «O nepcoHanbHBIX TaHHBIX;
[ToctanoBnenue [IpaButenbcTBa Poccuiickoit @enepanuu ot 15 centsops 2008 r. Ne
687 «O6 yrBepxkaenun Ilonmoxenns o6 OCOOEHHOCTAX OOPaOOTKM MEPCOHATBHBIX
JAHHBIX, OCYIIECTBIIIEMOM 0€3 UCIIOIb30BAHUS CPEJICTB ABTOMATHU3AINIY;
[TocranoBnenne IlpaButenbctBa  Poccuiickoit  @enepauuu ot 1  HOsA0pA
2012 1. Ne 1119 «O06 ytBepxaeHun TpeOOBaHHM K 3alllUTE MEPCOHAIBHBIX JaHHBIX
npu uX 00paboTke B MHPOPMAITMOHHBIX CUCTEMAaX IMEPCOHATBHBIX JAHHBIX);

[Ipuka3z denepanbHOM CIYKOBI 1O TEXHUYECKOMY U IKCIIOPTHOMY KOHTPOJIO OT 18
depans 2013 1. Ne 21 «O6 yrBepxkaennn CoctaBa u coAepKaHUs OpraHU3alMOHHBIX
U TEXHUYECKUX Mep MO 00ecrnedeHn0 0e30MacHOCTH NMEPCOHANBHBIX JAHHBIX MPU HX
00paboTke B MHPOPMAITMOHHBIX CUCTEMaX MEPCOHATBHBIX TAHHBIX);

bazoBas Mozaens yrpo3 0e30MacHOCTH MEPCOHAIBHBIX JAaHHBIX MpU UX 00paboTke B
MH(OPMALIMOHHBIX CHUCTEMaX MEPCOHAIbHBIX JaHHBIX, YTBEPXKIACHHAs 3aMECTUTENIEM
mupexktopa ®CTOK Poccun 15 despans 2008 r.;

Mertonuka onpeneneHusi akTyalbHbIX yrpo3 O€30MaCHOCTH NEPCOHAIbHBIX JAHHBIX
npu uXx o00paboTke B HWHOOPMALMOHHBIX CHCTEMax MEPCOHAIBHBIX JaHHBIX,
yTBepXkaAeHHas 3amectuteneM aupekropa OCT



